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Q  1: What do you mean by Web security? 
 

Answer: 
  

Web application security is a branch of information security that deals specifically 
with security of websites, web applications and web services. At a high level, web 
application security draws on the principles of application security but applies them 
specifically to internet and web systems. 
Website security is the last thing that many companies will think while they're on their 
website building process. Even if a website security expert is hired in their team, they'll 
always focus how and when to put their websites live – leaving major vulnerabilities 
unattended. 
You have to understand that an effective approach to website security must be proactive 
and defensive. This is a gentle reminder to you that website security must be taken 
seriously. It's good to be worried about the bad effects of it to your business and reputation. 

List of the 5 website security issues and notable website creation mistakes that you should 

know: 

• Security Issues with Websites #1: Injection Mistakes 
• Security Issues with Websites #2: Cross Site Scripting (XSS) 
• Security Issues with Websites #3: Not Updating Security Settings 
• Security Issues with Websites #4: Exposing Sensitive Data 
• Security Issues with Websites #5: A Lost Function Level Access Control 

Security Issues with Websites #1: Injection Mistakes 

If you want a smooth filter of untrusted input, injections flaws must be avoided at all cost. An 
injection flaw can let you pass unfiltered data to the SQL server, to the browser, to the 
LDAP server (LDAP injection), or anywhere else. These website layers can be used by a 
hacker to inject commands. This can result in loss of data and hacking your own website. In 
fact, it can also infect other websites as well. 

Security Issues with Websites #2: Cross Site Scripting (XSS) 

This is another form injection vulnerability that can input sanitization failure. A hacker sets 
up your web application JavaScript tags on input. When this input is returned to the user 
unsanitized, the user’s browser will carry it out. It can be as simple as crafting a link and 
persuading a user to click it, or it can be something much more sinister. On page load the 
script runs and, for example, can be used to post your cookies to the hacker. 

Security Issues with Websites #3: Not Updating Security Settings 

Any responsible website security personnel will always make sure to personalize your 
security settings such as passwords and authentications. Perhaps, some people are still 
human to miss important things in their jobs. Some concrete scenarios are: 

• They let the application run with debug enabled in production. 
• They didn't change default keys and passwords. 
• They left the directory listing enabled on the server, which leaks valuable information. 
• They allow unnecessary services running on the machine. 
• They operated an outdated software (think WordPress plugins, old PhpMyAdmin). 
• They didn't fix some pop-up messages on error information. 
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Security Issues with Websites #4: Exposing Sensitive Data 

It's a huge failure for a website security personnel – to not encrypt and not protect your 
sensitive data. Information (such as credit card details) and user passwords should never 
travel or be stored unencrypted, and passwords should always be hashed. And while it 
goes without saying that session IDs and sensitive data should not be traveling in the 
URLs. Moreover, sensitive cookies should have the secure flag on, this is very important 
and cannot be over-emphasized. 

Security Issues with Websites #5: A Lost Function Level Access Control 

 An authorization failure can also disrupt your website. It means that when a 
function is called on the server, proper authorization was not performed. A lot of times, 
website developers rely on the fact that the server side generated the UI. They think that 
the functionality that is not supplied by the server cannot be accessed by the client. It is not 
as easy as they thought, as a hacker can always fake requests to the “hidden” functionality 
and will not be prevented by the fact that the UI doesn’t make this functionality easily 
accessible. Nothing can stop an attacker from discovering this functionality and abusing it if 
authorization is missing. 
 It is important to always keep in mind that the 5 security issue with websites 
mentioned above are just a few to mention. There are a lot more website security issues 
that website security personnel deals with as technology develops and changes. 

Q  2: What is importance and types of firewall. 
Answer: 
 Firewall is a software or hardware device that 
protects your computer from being attacked 
over the internet by hackers, viruses, and worms. 
This may occur either at a large corporate network, 
or simply at a small home network; both have the 
same security issues.  

Here are five types of firewalls that have 

played significant roles as the firewall 

category has evolved: 

• Packet filtering firewalls. ... 

• Circuit-level gateways. ... 

• Stateful inspection firewalls. ... 

• Application-level gateways. ... 

• Next-gen firewalls. 

Packet filtering firewalls  

This, the original type of firewall, operates inline at junction points where devices such as 
routers and switches do their work. 
However, this firewall doesn't route packets, but instead compares each packet received to 
a set of established criteria -- such as the allowed IP addresses, packet type, port number, 
etc. Packets that are flagged as troublesome are, generally speaking, unceremoniously 

dropped -- that is, they are not forwarded and, thus, cease to exist. 

Circuit-level gateways  
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Using another relatively quick way to identify malicious content, these devices monitor the 
TCP handshakes across the network as they are established between the local and remote 
hosts to determine whether the session being initiated is legitimate -- whether the remote 
system is considered trusted. They don't inspect the packets themselves, however. 

Stateful inspection firewalls 

State-aware devices, on the other hand, not only examine each packet, but also keep track 
of whether or not that packet is part of an established TCP session. This offers more 
security than either packet filtering or circuit monitoring alone, but exacts a greater toll on 
network performance. 
A further variant of stateful inspection is the multilayer inspection firewall, which considers 
the flow of transactions in process across multiple layers of the ISO Open Systems 
Interconnection seven-layer model. 

Application-level gateways  

This kind of device, technically a proxy, and sometimes referred to as a proxy firewall, 
combines some of the attributes of packet filtering firewalls with those of circuit-level 
gateways. They filter packets not only according to the service for which they are intended -
- as specified by the destination port -- but also by certain other characteristics, such as the 
HTTP request string. 
While gateways that filter at the application layer provide considerable data security, they 
can dramatically affect network performance. 

Next-gen firewalls  

This looser category is the most recent -- and least-well delineated -- of the types of 
firewalls. A typical next-gen product combines packet inspection with stateful inspection, but 
also includes some variety of deep packet inspection. 

 
Q  3: What factor consider in firewall design. 
 

Answer: 
 A firewall is a device or devices that control traffic between different areas of your 
network. In a more robust design you typically see two or three firewall devices, as well as 
many other security components to protect company resources. In a firewall design, I refer 
to the security solution as a firewall system, indicating that many devices are being used to 
protect your resources. 
 As you will see in this section, you should follow some practical guidelines when 
developing a firewall system. These can include packet and application firewalls, 
application gateway and ATFs, host-based firewalls, and, more than likely, hybrid firewalls, 
as well as many other security devices, such as VPN concentrators, IDS devices, 
authentication security servers, and many other components. 

Design Guidelines 
You should follow five basic guidelines when designing a firewall system: 

• Develop a security policy. 

• Create a simple design solution. 

• Use devices as they were intended. 

• Implement a layered defense to provide extra protection. 

• Consider solutions to internal threats that should be included in your design. 

http://firewall-review.narod.ru/circuit_level_gateway.html
http://firewall-review.narod.ru/circuit_level_gateway.html
https://searchnetworking.techtarget.com/definition/packet-filtering
https://searchnetworking.techtarget.com/definition/OSI
https://searchnetworking.techtarget.com/definition/OSI
https://searchsecurity.techtarget.com/feature/Introduction-to-next-generation-firewalls-in-the-enterprise
https://searchnetworking.techtarget.com/definition/deep-packet-inspection-DPI
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The following subsections cover these five key design points. 

Developing a Security Policy 

One of the first things you do when designing a firewall system is to create a security 
policy. The policy should define acceptable and unacceptable behavior, should state 
restrictions to resources, and should adhere to the company's business plan and policies. 
Without a security policy, it is practically impossible to develop a security solution that will 
meet your company's needs. 

The key to a good design is basing it on a security policy. Basically, a policy defines 
who is allowed to access resources, what they are allowed to do with resources, how 
resources should be protected (in general terms), and what actions are taken when a 
security issue occurs. Without a security policy, it is impossible to design a firewall system 
that will protect your assets. In other words, if you don't have a security policy, what should 
you protect? How much should you protect resources? Who is allowed to access 
resources? If your policy does not define these items, it is hard to design and implement a 
solution based on hunches. Actually, without a security policy, the firewall system that you 
put in place might be creating a security risk: It might not be providing adequate protection 
to your company's resources. 

Designing a security policy is beyond the scope of this book. However, it minimally 
should address the following items: 

• The resources that require access from internal and external users 

• The vulnerabilities associated with these resources 

• The methods and solutions that can be used to protect these resources 

• A cost-benefit analysis that compares the different methods and solutions 

Designing Simple Solutions 

A firewall system design should be kept simple and should follow your security 
policy. The simpler the design is, the easier it will be to implement it, maintain it, test and 
troubleshoot it, and adapt it to new changes. Many people like to call this 
the KISS principle: Keep it simple, stupid. The last kind of problem you want to deal with is 
a design or configuration error that leaves your network open to all different kinds of 
attacks. 

CAUTION 

Complex solutions are prone to design and configuration errors, and are difficult to test and 
troubleshoot. The simpler you can make the design, the easier it will be to manage it. 
 

Using Devices Correctly 
Network devices have functional purposes; they were built with a specific purpose in 

mind. For example, a Layer 2 switch is used to break up a collision or bandwidth domain, 
and it also uses VLANs to break up broadcast domains: It is typically not a good device to 
use to filter traffic because the filtering is done by creating filtering rules based on MAC 
addresses. The problem with this approach is that MAC addresses tend to change quite a 
bit: NICs fail, PCs and servers are upgraded, devices are moved to different locations in the 
network, and so on. Filtering is done best when logical addressing is deployed. 

Using the wrong product to solve a security problem can open you to all kinds of 
security threats. For example, assume that you want to use an IDS to detect different kinds 
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of network threats. You notice that your Cisco router has the capability in the Cisco IOS 
Firewall feature set, and you decide to enable it, feeling secure that your Cisco router will 
generate an alarm when an attack occurs. If you had taken time to read the security 
material related to Cisco routers, you would have realized that Cisco routers can detect only 
a few dozen different kinds of networking attacks (typically, the most common ones). 
Therefore, for all the other hundreds of kinds of attacks, your Cisco router will not be 
capable of detecting them, leaving you exposed. In this example, a better solution would 
have been to purchase an IDS solution that can detect hundreds of different kinds of 
attacks. 

Q  4: What is Network Security Threats. 
 

Answer: 
The old childhood warning “Stranger danger!” has withstood the test of time even in 

our modern, developed world. Now that most of our daily procedures and activities are 
automatized and available for use on the Internet, we need to take the same level of 
precaution we did as children, crossing to the other side of the street whenever we saw a 
suspicious stranger. This precaution is needed even more after seeing some critical 
statistics surface, claiming that nearly one-third of the world’s computers are infected with some 

type of malware. 
The most common network security threats 
1. Computer virus 
2. Rogue security software 
3. Trojan horse 
4. Adware and spyware 
5. Computer worm 
6. DOS and DDOS attack 
7. Phishing 
8. Rootkit 
9. SQL Injection attack 
10. Man-in-the-middle attacks 

1. Computer virus 

We’ve all heard about them, and we all have our fears. For everyday Internet users, 
computer viruses are one of the most common threats to cyber security. Statistics show 
that approximately 33% of  household computers are affected with some type of malware, more 

than half of which are viruses. 
Computer viruses are pieces of software that are designed to be spread from one 

computer to another. They’re often sent as email attachments or downloaded from specific 
websites with the intent to infect your computer — and other computers on your contact list 
— by using systems on your network. Viruses are known to send spam, disable your 
security settings, corrupt and steal data from your computer including personal information 
such as passwords, even going as far as to delete everything on your hard drive. 

2. Rogue security software 

Leveraging the fear of computer viruses, scammers have a found a new way to 
commit Internet fraud. 

Rogue security software is malicious software that mislead users to believe there is a 
computer virus installed on their computer or that their security measures are not up to 
date. Then they offer to install or update users’ security settings. They’ll either ask you to 
download their program to remove the alleged viruses, or to pay for a tool. Both cases lead 
to actual malware being installed on your computer. 

https://www.technewsworld.com/story/80707.html
https://www.technewsworld.com/story/80707.html
https://securitytrails.com/blog/top-10-common-network-security-threats-explained#one-computer-virus
https://securitytrails.com/blog/top-10-common-network-security-threats-explained#two-rogue-security-software
https://securitytrails.com/blog/top-10-common-network-security-threats-explained#three-trojan-horse
https://securitytrails.com/blog/top-10-common-network-security-threats-explained#four-adware-and-spyware
https://securitytrails.com/blog/top-10-common-network-security-threats-explained#five-computer-worm
https://securitytrails.com/blog/top-10-common-network-security-threats-explained#six-dos-and-ddos-attack
https://securitytrails.com/blog/top-10-common-network-security-threats-explained#seven-phishing
https://securitytrails.com/blog/top-10-common-network-security-threats-explained#eight-rootkit
https://securitytrails.com/blog/top-10-common-network-security-threats-explained#nine-sql-injection-attack
https://securitytrails.com/blog/top-10-common-network-security-threats-explained#one0-man-in-the-middle-attacks
https://blog.topsec.com/surprising-statistics-about-computer-viruses
https://blog.topsec.com/surprising-statistics-about-computer-viruses
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3. Trojan horse 

Metaphorically, a “Trojan horse” refers to tricking someone into inviting an attacker 
into a securely protected area. In computing, it holds a very similar meaning — a Trojan 
horse, or “Trojan,” is a malicious bit of attacking code or software that tricks users into 
running it willingly, by hiding behind a legitimate program. 

They spread often by email; it may appear as an email from someone you know, and 
when you click on the email and its included attachment, you’ve immediately downloaded 
malware to your computer. Trojans also spread when you click on a false advertisement. 

Once inside your computer, a Trojan horse can record your passwords by logging 
keystrokes, hijacking your webcam, and stealing any sensitive data you may have on your 
computer. 

4. Adware and spyware 

By “adware” we consider any software that is designed to track data of your 
browsing habits and, based on that, show you advertisements and pop-ups. Adware 
collects data with your consent — and is even a legitimate source of income for companies 
that allow users to try their software for free, but with advertisements showing while using 
the software. The adware clause is often hidden in related User Agreement docs, but it can 
be checked by carefully reading anything you accept while installing software. The 
presence of adware on your computer is noticeable only in those pop-ups, and sometimes it 
can slow down your computer’s processor and internet connection speed. 

When adware is downloaded without consent, it is considered malicious. 
Spyware works similarly to adware, but is installed on your computer without your 

knowledge. It can contain keyloggers that record personal information including email 
addresses, passwords, even credit card numbers, making it dangerous because of the high 
risk of identity theft. 

5. Computer worm 

Computer worms are pieces of malware programs that replicate quickly and spread 
from one computer to another. A worm spreads from an infected computer by sending itself 
to all of the computer’s contacts, then immediately to the contacts of the other computers. 

6. DOS and DDOS attack 

Have you ever found yourself waiting impatiently for the online release of a product, 
one that you’re eagerly waiting to purchase? You keep refreshing the page, waiting for that 
moment when the product will go live. Then, as you press F5 for the last time, the page 
shows an error: “Service Unavailable.” The server must be overloaded! 

There are indeed cases like these where a website’s server gets overloaded with 
traffic and simply crashes, sometimes when a news story breaks. But more commonly, this 
is what happens to a website during a DoS attack, or denial-of-service, a malicious traffic 
overload that occurs when attackers overflood a website with traffic. When a website has 
too much traffic, it’s unable to serve its content to visitors. 

A DoS attack is performed by one machine and its internet connection, by flooding a 
website with packets and making it impossible for legitimate users to access the content of 
flooded website. Fortunately, you can’t really overload a server with a single other server or 
a PC anymore. In the past years it hasn’t been that common if anything, then by flaws in the 
protocol. 

A DDoS attack, or distributed denial-of-service attack, is similar to DoS, but is more 
forceful. It’s harder to overcome a DDoS attack. It’s launched from several computers, and 
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the number of computers involved can range from just a couple of them to thousands or 
even more. 

Since it’s likely that not all of those machines belong to the attacker, they are 
compromised and added to the attacker’s network by malware. These computers can be 
distributed around the entire globe, and that network of compromised computers is called 
botnet. 

Since the attack comes from so many different IP addresses simultaneously, a 
DDoS attack is much more difficult for the victim to locate and defend against. 

7. Phishing 

Phishing is a method of a social engineering with the goal of obtaining sensitive data 
such as passwords, usernames, credit card numbers. 

The attacks often come in the form of instant messages or phishing emails designed 
to appear legitimate. The recipient of the email is then tricked into opening a malicious link, 
which leads to the installation of malware on the recipient’s computer. It can also obtain 
personal information by sending an email that appears to be sent from a bank, asking to 
verify your identity by giving away your private information. 

Uncovering phishing domains can be done easily with SecurityTrails. 

8. Rootkit 

Rootkit is a collection of software tools that enables remote control and 
administration-level access over a computer or computer networks. Once remote access is 
obtained, the rootkit can perform a number of malicious actions; they come equipped with 
keyloggers, password stealers and antivirus disablers. 

Rootkits are installed by hiding in legitimate software: when you give permission to 
that software to make changes to your OS, the rootkit installs itself in your computer and 
waits for the hacker to activate it. Other ways of rootkit distribution include phishing emails, 
malicious links, files, and downloading software from suspicious websites. 

9. SQL Injection attack 

We know today that many servers storing data for websites use SQL. As technology 
has progressed, network security threats have advanced, leading us to the threat of SQL 
injection attacks. 

SQL injection attacks are designed to target data-driven applications by exploiting 
security vulnerabilities in the application’s software. They use malicious code to obtain 
private data, change and even destroy that data, and can go as far as to void transactions 
on websites. It has quickly become one of the most dangerous privacy issues for data 
confidentiality. You can read more on the history of SQL injection attacks to better 
understand the threat it poses to cybersecurity. 

10. Man-in-the-middle attacks 

Man-in-the-middle attacks are cybersecurity attacks that allow the attacker to 
eavesdrop on communication between two targets. It can listen to a communication which 
should, in normal settings, be private. 

As an example, a man-in-the-middle attack happens when the attacker wants to 
intercept a communication between person A and person B. Person A sends their public 
key to person B, but the attacker intercepts it and sends a forged message to person B, 
representing themselves as A, but instead it has the attackers public key. B believes that 
the message comes from person A and encrypts the message with the attackers public key, 
sends it back to A, but attacker again intercepts this message, opens the message with 

https://securitytrails.com/blog/finding-phishing-domains
https://en.wikipedia.org/wiki/SQL_injection
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private key, possibly alters it, and re-encrypts it using the public key that was firstly provided 
by person A. Again, when the message is transferred back to person A, they believe it 
comes from person B, and this way, we have an attacker in the middle that eavesdrops the 
communication between two targets. 

Q  5: What is encryption. Explain different encryption methods? 
Answer: 

Encryption is a technique for transforming information on a computer in such a way 
that it becomes unreadable. So, even if someone is able to gain access to a computer with 
personal data on it, they likely won’t be able to do anything with the data unless they have 
complicated, expensive software or the original data key. 

The basic function of encryption is essentially to translate normal text into ciphertext. 
Encryption can help ensure that data doesn’t get read by the wrong people, but can also 
ensure that data isn’t altered in transit, and verify the identity of the sender. 

3 different encryption methods 

There are three different basic encryption methods, each with their own advantages 
(list courtesy of Wisegeek): 

• Hashing 
Hashing creates a unique, fixed-length signature for a message or data set. Each 
“hash” is unique to a specific message, so minor changes to that message would be 
easy to track. Once data is encrypted using hashing, it cannot be reversed or 
deciphered. Hashing, then, though not technically an encryption method as such, is still 
useful for proving data hasn’t been tampered with. 

• Symmetric methods 
Symmetric encryption is also known as private-key cryptography, and is called so 
because the key used to encrypt and decrypt the message must remain secure, 
because anyone with access to it can decrypt the data. Using this method, a sender 
encrypts the data with one key, sends the data (the ciphertext) and then the receiver 
uses the key to decrypt the data. 

• Asymmetric methods 
Asymmetric encryption, or public-key cryptography, is different than the previous 
method because it uses two keys for encryption or decryption (it has the potential to be 
more secure as such). With this method, a public key is freely available to everyone and 
is used to encrypt messages, and a different, private key is used by the recipient to 
decrypt messages. 

Any of these methods would likely prove sufficient for proper data security, and a quick 
Google search will reveal the multitude of software available for data encryption. Data 
encryption is a necessity (both for legal reasons and otherwise) when transmitting 
information like PHI, so no matter what method you choose, make sure you’re doing 
everything you can to protect data. 

Q  6: Which Types of Encryption are Most Secure? 
Answer: 

Encryption can protect your consumer information, emails and other sensitive data as 
well as secure network connections. Today, there are many options to choose from, 
and finding one that is both secure and fits your needs is a must. Here are 
four encryption methods and what you should know about each one. 

http://www.ama-assn.org/resources/doc/psa/hipaa-phi-encryption.pdf
http://www.wisegeek.org/what-are-the-different-types-of-encryption-methods.htm
http://www.wisegeek.org/what-are-the-different-types-of-encryption-methods.htm
https://www.datashieldcorp.com/2013/03/28/phi-what-it-is-why-it-matters/
https://www.toptenreviews.com/software/security/best-encryption-software/
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AES 

The Advanced Encryption Standard, AES, is a symmetric encryption algorithm and one 
of the most secure. The United States Government use it to protect classified 
information, and many software and hardware products use it as well. This method 
uses a block cipher, which encrypts data one fixed-size block at a time, unlike other 
types of encryption, such as stream ciphers, which encrypt data bit by bit. 
AES is comprised of AES-128, AES-192 and AES-256. The key bit you choose 
encrypts and decrypts blocks in 128 bits, 192 bits and so on. There are different rounds 
for each bit key. A round is the process of turning plaintext into cipher text. For 128-bit, 
there are 10 rounds; 192-bit has 12 rounds; and 256-bit has 14 rounds. 
Since AES is a symmetric key encryption, you must share the key with other individuals 
for them to access the encrypted data. Furthermore, if you don’t have a secure way to 
share that key and unauthorized individuals gain access to it, they can decrypt 
everything encrypted with that specific key. 

3DES 

Triple Data Encryption Standard, or 3DES, is a current standard, and it is a block 
cipher. It’s similar to the older method of encryption, Data Encryption Standard, which 
uses 56-bit keys. However, 3DES is a symmetric-key encryption that uses three 
individual 56-bit keys. It encrypts data three times, meaning your 56-bit key becomes a 
168-bit key. 
Unfortunately, since it encrypts data three times, this method is much slower than 
others. Also, because 3DES uses shorter block lengths, it is easier to decrypt and leak 
data. However, many financial institutions and businesses in numerous other industries 
use this encryption method to keep information secure. As more robust encryption 
methods emerge, this one is being slowly phased out. 

Twofish 

Twofish is a symmetric block cipher based on an earlier block cipher – Blowfish. 
Twofish has a block size of 128-bits to 256 bits, and it works well on smaller CPUs and 
hardware. Similar to AES, it implements rounds of encryption to turn plaintext into 
cipher text. However, the number of rounds doesn’t vary as with AES; no matter the key 
size, there are always 16 rounds. 
In addition, this method provides plenty of flexibility. You can choose for the key setup 
to be slow but the encryption process to be quick or vice versa. Furthermore, this form 
of encryption is unpatented and license free, so you can use it without restrictions. 

RSA 

This asymmetric algorithm is named after Ron Rivest, Adi Shamir and Len Adelman. It 
uses public-key cryptography to share data over an insecure network. There are two 
keys: one public and one private. The public key is just as the name suggests: public. 
Anyone can access it. However, the private key must be confidential. When using RSA 
cryptography, you need both keys to encrypt and decrypt a message. You use one key 
to encrypt your data and the other to decrypt it. 
According to Search Security, RSA is secure because it factors large integers that are 
the product of two large prime numbers. Additionally, the key size is large, which 
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increases the security. Most RSA keys are 1024-bits and 2048-bits long. However, the 
longer key size does mean it’s slower than other encryption methods. 
While there are many additional encryption 
methods available, knowing about and using the 
most secure ones ensures your confidential data 
stays secure and away from unwanted eyes. 
 

Q  7: What is Asymmetric cryptography. 
Answer: 

 
Asymmetric cryptography, also known as public key 
cryptography, uses public and private 
keys to encrypt and decrypt data. ... One key in the 
pair can be shared with everyone; it is called 
the public key. The other key in the pair is kept 
secret; it is called the private key. 

 
Public-key cryptography, or asymmetric cryptography, is a cryptographic system that uses 
pairs of keys: public keys which may be disseminated widely, and private keys which are 
known only to the owner. The generation of such keys depends 
on cryptographicalgorithms based on mathematical problems to produce one-way functions. 
Effective security only requires keeping the private key private; the public key can be openly 
distributed without compromising security.  
In such a system, any person can encrypt a message using the receiver's public key, but 
that encrypted message can only be decrypted with the receiver's private key. 
Robust authentication is also possible. A sender can combine a message with a private key 
to create a short digital signature on the message. Anyone with the corresponding public key 
can combine a message, a putative digital signature on it, and the known public key to 
verify whether the signature was valid, i.e. made by the owner of the corresponding private 
key.  
Public key algorithms are fundamental security ingredients in modern cryptosystems, 
applications and protocols assuring the confidentiality, authenticity and non-repudiability of 
electronic communications and data storage. They underpin various Internet standards, 
such as Transport Layer Security (TLS), S/MIME, PGP, and GPG. Some public key algorithms 
provide key distribution and secrecy (e.g., Diffie–Hellman key exchange), some provide digital 

signatures (e.g., Digital Signature Algorithm), and some provide both (e.g., RSA). 

 

Q  8: What is digital  Signature and its requirement. 
Answer: 

 
A digital signature is a mathematical technique used to validate the authenticity and 
integrity of a message, software or digital document. The digital equivalent of a handwritten 
signature or stamped seal, a digital signature offers far more inherent security, and it is 
intended to solve the problem of tampering and impersonation in digital communications. 
Digital signatures can provide the added assurances of evidence of origin, identity and 
status of an electronic document, transaction or message and can acknowledge informed 
consent by the signer. 
In many countries, including the United States, digital signatures are considered legally 
binding in the same way as traditional document signatures. The United States Government 

https://en.wikipedia.org/wiki/Cryptographic_key
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https://en.wikipedia.org/wiki/Algorithms
https://en.wikipedia.org/wiki/Mathematical
https://en.wikipedia.org/wiki/One-way_function
https://en.wikipedia.org/wiki/Authentication_protocol
https://en.wikipedia.org/wiki/Digital_signature
https://en.wikipedia.org/wiki/Cryptosystem
https://en.wikipedia.org/wiki/Non-repudiation
https://en.wikipedia.org/wiki/Transport_Layer_Security
https://en.wikipedia.org/wiki/S/MIME
https://en.wikipedia.org/wiki/Pretty_Good_Privacy
https://en.wikipedia.org/wiki/GNU_Privacy_Guard
https://en.wikipedia.org/wiki/Key_distribution
https://en.wikipedia.org/wiki/Diffie%E2%80%93Hellman_key_exchange
https://en.wikipedia.org/wiki/Digital_signature
https://en.wikipedia.org/wiki/Digital_signature
https://en.wikipedia.org/wiki/Digital_Signature_Algorithm
https://en.wikipedia.org/wiki/RSA_(algorithm)
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Publishing Office publishes electronic versions of the budget, public and private laws, and 
congressional bills with digital signatures. 

How digital signatures work 

Digital signatures are based on public key cryptography, also known as asymmetric 
cryptography. Using a public key algorithm, such as RSA, one can generate two keys that 
are mathematically linked: one private and one public. 
Digital signatures work because public key cryptography depends on two mutually 
authenticating cryptographic keys. The individual who is creating the digital signature uses 
their own private key to encrypt signature-related data; the only way to decrypt that data is 
with the signer's public key. This is how digital signatures are authenticated. 
Digital signature technology requires all the parties to trust that the individual creating the 
signature has been able to keep their own private key secret. If someone else has access 
to the signer's private key, that party could create fraudulent digital signatures in the name 
of the private key holder. 

How to create a digital signature 

To create a digital signature, signing software -- such as an email program -- creates a one-
way hash of the electronic data to be signed. The private key is then used to encrypt the 
hash. The encrypted hash -- along with other information, such as the hashing algorithm -- 
is the digital signature. 
The reason for encrypting the hash instead of the entire message or document is that a 
hash function can convert an arbitrary input into a fixed length value, which is usually much 
shorter. This saves time as hashing is much faster than signing. 
The value of a hash is unique to the hashed data. Any change in the data, even a change in 
a single character, will result in a different value. This attribute enables others to validate 
the integrity of the data by using the signer's public key to decrypt the hash. 
If the decrypted hash matches a second computed hash of the same data, it proves that the 
data hasn't changed since it was signed. If the two hashes don't match, the data has either 
been tampered with in some way -- integrity -- or the signature was created with a private 
key that doesn't correspond to the public key presented by the signer -- authentication. 
A digital signature can be used with any kind of message -- whether it is encrypted or not -- 
simply so the receiver can be sure of the sender's identity and that the message arrived 
intact. Digital signatures make it difficult for the signer to deny having signed something -- 
assuming their private key has not been compromised -- as the digital signature is unique to 
both the document and the signer and it binds them together. This property is 
called nonrepudiation. 
Digital signatures are not to be confused with digital certificates. A digital certificate, an 
electronic document that contains the digital signature of the issuing certificate authority, 
binds together a public key with an identity and can be used to verify that a public key 
belongs to a particular person or entity. 
Most modern email programs support the use of digital signatures and digital certificates, 
making it easy to sign any outgoing emails and validate digitally signed incoming 
messages. Digital signatures are also used extensively to provide proof of authenticity, data 
integrity and nonrepudiation of communications and transactions conducted over the 
internet. 

Digital signature vs. electronic signature 

While digital signature is a technical term, defining the result of a cryptographic process that 
can be used to authenticate a sequence of data, the term electronic signature -- or e-
signature -- is a legal term that is defined legislatively. 

https://searchsecurity.techtarget.com/definition/asymmetric-cryptography
https://searchsecurity.techtarget.com/definition/asymmetric-cryptography
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https://searchsecurity.techtarget.com/definition/private-key
https://searchsqlserver.techtarget.com/definition/hashing
https://searchsecurity.techtarget.com/definition/authentication
https://searchsecurity.techtarget.com/definition/nonrepudiation
https://searchsecurity.techtarget.com/definition/digital-certificate
https://searchsecurity.techtarget.com/definition/certificate-authority
https://searchcontentmanagement.techtarget.com/definition/e-signature


 13 

BCA VIth Sem, Course Code-BCA-125 Elective I (Network Management and Security) 

 

 

Prepared By : SUSHANT SRIVASTAVA, KAPG College, Prayagraj 

 

 
Q  9: What is SSL (Secure Sockets Layer). 
Answer: 
 

Secure Sockets Layer (SSL) is a networking protocol designed for securing 
connections between web clients and web servers over an insecure network, such as 
the internet. After being formally introduced in 1995, SSL made it possible for a web server 
to securely enable online transactions between consumers and businesses. Due to 
numerous protocol and implementation flaws and vulnerabilities, SSL was deprecated for 
use on the internet by the Internet Engineering Task Force (IETF) in 2015 and has been 
replaced by the Transport Layer Security (TLS) protocol. 

SSL was originally specified in the 1990s as a proprietary protocol that 
enabled Netscape browser clients using the Hypertext Transfer Protocol (HTTP) to 
communicate securely with Netscape web servers; while version 1.0 of SSL was never 
released, version 2.0 of the protocol made its debut in 1995. SSL was the first widely used 
protocol for securing online transactions, and it eventually came to be used to 
secure authentication and encryption for other applications at the network transport layer. 

SSL uses a combination of public key encryption and private key encryption and 
other cryptographic functions to secure a connection between two machines, typically a 
web server or mail server and a client system, communicating over the internet or 
another TCP/IPnetwork. SSL provides a mechanism for encrypting and authenticating data 
sent between processes running on a client and server, as well as mediating the secure 
exchange of private keys for session encryption through the use of an SSL 
certificate issued by a trusted certificate authority. 

SSL runs above the transport layer and the network layer, which are responsible for 
the transport of data between processes and the routing of network traffic over a network 
between client and server, respectively, and below application layer protocols, such as 
HTTP and the Simple Mail Transport Protocol (SMTP). The sockets part of the term refers 
to the sockets method of passing data between a client and a server program in a network 
or between processes in the same computer. 

The TLS protocol evolved from SSL and has officially superseded it, although the 
terms SSL or SSL/TLS are still commonly used to refer to the protocol used to secure 
web/internet traffic. SSL/TLS is the most widely deployed security protocol used today, and 
according to Google, it is being used to secure more than 50% of the pages loaded by 
the Chrome browser. In addition to supporting the transmission of web pages, SSL has 
been implemented for applications such as email, file transfer, instant messaging (IM) 
and voice over IP (VoIP). 

Importance of SSL 

SSL is historically important because it was the first widely used and broadly 
implemented network protocol to enable cryptographically secured communications 
between previously unconnected client and server systems. 

While SSL began as a proprietary protocol designed and implemented by Netscape, 
the web server software company published its protocol and made it available for 
implementation by other companies. By making the protocol accessible to its competitors, 
Netscape was able to gain web server market share with its secure web server product, 
while, at the same time, ensuring that the SSL protocol would become an IETF proposed 
standard. 
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SSL is still implemented, mostly in legacy systems, but in most cases, it should be 
replaced with TLS for improved security and to avoid vulnerabilities in and exploits of the 
older protocol. 

While the protocol itself is obsolete, SSL persists in many places as a way to 
describe either TLS or SSL being used to secure transport layer communications. For 
example, certificate authorities often market their website certificates as SSL 
certificates because that is the term more familiar to their customers. 

How SSL works 

The SSL protocol includes two subprotocols: the record protocol and the handshake 
protocol. 

The handshake protocol defines how a web client and web server establish an SSL 
connection, including the negotiation of which cryptographic systems each host is willing -- 
or unwilling -- to use for communication. SSL also specifies processes for exchanging 
cryptographic material, such as SSL certificates for authenticating web servers, public keys 
for authentication of transmitted data and private keys for session encryption. 

The record protocol defines how communicating hosts exchange data using SSL, 
including specifications for how data is to be prepared for transmission and how it is to be 
verified or decrypted on receipt. 

As part of the initial handshake process, a server presents its SSL certificate to 
authenticate itself to the client. Server certificates follow the X.509 certificate format defined 
by the Public Key Cryptography Standards (PKCS). The authentication process uses public 
key encryption to validate the digital certificate and to confirm that a server is, in fact, the 
server it claims to be. SSL certificates, like any digital certificate, should be issued by a 
trusted certificate authority. 

Once the server has been authenticated, the client and server 
establish cipher settings and a shared key to encrypt the information they exchange during 
the remainder of the session. This provides data confidentiality and integrity. This whole 
process is invisible to the user. 
For example, if a webpage 
requires an SSL connection, 
the URL will change from HTTP 
to HTTP Secure (HTTPS), and a 
padlock icon will appear in the 
browser once the server has 
been authenticated. 

The handshake also 
allows the client to authenticate 
itself to the server. In this case, 
after server authentication is 
complete, the client must present 
its certificate to the server to 
authenticate the  client's identity 
before the encrypted SSL 
session can be established. 

Differences between SSL and TLS 

After the IETF officially took over the SSL protocol to standardize it through an open 
process, version 3.1 of SSL was released as TLS 1.0 -- the name was changed to avoid 
potential legal issues with Netscape. Many attacks against SSL have focused on SSL 
implementation issues, but the POODLE (Padding Oracle On Downgraded Legacy 
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Encryption) vulnerability is a known flaw in the SSL 3.0 protocol itself, exploiting the way in 
which it ignores padding bytes when running in cipher block chaining (CBC) mode. This 
flaw allows an attacker to decrypt sensitive information, such as authentication cookies. 
TLS 1.0 is not vulnerable to this attack because it specifies that all padding bytes must have 
the same value and must be verified. 
 

Q  10: How Secure Electronic Transaction. 
 
Answer: 
 

 

Secure Electronic Transaction (SET) is a system for ensuring the security of financial 
transactions on the Internet. It was supported initially by Mastercard, Visa, Microsoft, 
Netscape, and others. With SET, a user is given an electronic wallet (digital certificate) and 
a transaction is conducted and verified using a combination of digital certificates and digital 
signatures among the purchaser, a merchant, and the purchaser's bank in a way that 
ensures privacy and confidentiality. SET makes use of Netscape's Secure Sockets Layer 
(SSL), Microsoft's Secure Transaction Technology (STT), and Terisa System's Secure 
Hypertext Transfer Protocol (S-HTTP). SET uses some but not all aspects of a public key 
infrastructure (PKI). 
Here's how SET works: 

Assume that a customer has a SET-enabled browser such as Netscape or 
Microsoft's Internet Explorer and that the transaction provider (bank, store, etc.) has a SET-
enabled server. 

1. The customer opens a Mastercard or Visa bank account. Any issuer of a credit card is 
some kind of bank. 

2. The customer receives a digital certificate. This electronic file functions as a credit card 
for online purchases or other transactions. It includes a public key with an expiration 
date. It has been through a digital switch to the bank to ensure its validity. 

3. Third-party merchants also receive certificates from the bank. These certificates include 
the merchant's public key and the bank's public key. 

4. The customer places an order over a Web page, by phone, or some other means. 
5. The customer's browser receives and confirms from the merchant's certificate that the 

merchant is valid. 
6. The browser sends the order information. This message is encrypted with the 

merchant's public key, the payment information, which is encrypted with the bank's 
public key (which can't be read by the merchant), and information that ensures the 
payment can only be used with this particular order. 

7. The merchant verifies the customer by checking the digital signature on the customer's 
certificate. This may be done by referring the certificate to the bank or to a third-party 
verifier. 

8. The merchant sends the order message along to the bank. This includes the bank's 
public key, the customer's payment information (which the merchant can't decode), and 
the merchant's certificate. 

9. The bank verifies the merchant and the message. The bank uses the digital signature on 
the certificate with the message and verifies the payment part of the message. 

10. The bank digitally signs and sends authorization to the merchant, who can then fill the 
order. 
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UNIT-II, III, V 

 
Q  1: What is Authentication applications – Kerberos? 
 

Answer:  
  

Authentication applications – Kerberos  

• Kerberos is an authentication service designed for use in a distributed environment.  

• Kerberos provides a trusted third-party authentication service that enables clients 
and servers to establish authenticated communication.  

 
Motivation  

If a set of users is provided with dedicated personal computers that have no network 
connections, then a user’s resources and files can be protected by physically securing each 
personal computer. When these users instead are served by a centralized timesharing 
system, the time-sharing operating system must provide the security. The operating system 
can enforce access-control policies based on user identity and use the logon procedure to 
identify users. Kerberos listed the following requirements.  
Secure : A network eavesdropper should not be able to obtain the necessary 
information to impersonate a user. More generally, Kerberos should be strong enough that 
a potential opponent does not find it to be the weak link.  
Reliable : For all services that rely on Kerberos for access control, lack of availability of 
the Kerberos service means lack of availability of the supported services. Hence, Kerberos 
should be highly reliable and should employ distributed server architecture with one system 
able to back up another.  
Transparent : Ideally, the user should not be aware that authentication is taking place 
beyond the requirement to enter a password.  
Scalable : The system should be capable of supporting large numbers of clients and 
servers. This suggests a modular, distributed architecture.  
 

Kerberos Version 4  

Version 4 of Kerberos makes use of DES, in a rather elaborate protocol, to provide 
the authentication service. Viewing the protocol as a whole, it is difficult to see the need 
for the many elements contained therein. Each successive dialogue adds additional 
complexity to counter security vulnerabilities revealed in the preceding dialogue. 
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Q  2: Explain X.509 Authentication Service. 
 

Answer: 
  

X.509 Authentication Service  

X.509 defines a framework for the provision of authentication services by the X.500 
directory to its users. The directory may serve as a repository of public-key Certificates. 
Each certificate contains the public key of a user and is signed with the private key of a 
trusted certification authority. In addition, X.509 defines alternative authentication protocols 
based on the use of public-key certificates. X.509 is an important standard because the 
certificate structure and authentication protocols defined in X.509 are used in a variety of 
contexts. X.509 is based on the use of public-key cryptography and digital signatures. The 
standard does not dictate the use of a specific algorithm but recommends RSA.  
Certificates  

The heart of the X.509 scheme is the public-key certificate associated with each 
user. These user certificates are assumed to be created by some trusted certification 
authority (CA) and placed in the directory by the CA or by the user. The directory server 
itself is not responsible for the creation of public keys or for the certification function; it 
merely provides an easily accessible location for users to obtain certificates. Figure shows 
the general format of a certificate, 
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Version  : Differentiates among successive versions of the certificate format; the 
default is version 1. If the issuer unique identifier or subject unique identifier are present, 
the value must be version 2. If one or more extensions are present, the version must be 
version 3.  
Serial number : An integer value unique within the issuing CA that is unambiguously 
associated with this certificate.  
Signature algorithm identifier: The algorithm used to sign the certificate together with any 
associated parameters. Because this information is repeated in the signature field at the 
end of the certificate, this field has little, if any, utility.  
Issuer name  : X.500 is the name of the CA that created and signed this certificate.  
Period of validity : Consists of two dates: the first and last on which the certificate is 
valid.  
Subject name : The name of the user to whom this certificate refers. That is, this 
certificate certifies the public key of the subject who holds the corresponding private key.  
Subject’s public-key information: The public key of the subject, plus an identifier of the 
algorithm for which this key is to be used, together with any associated parameters.  
Issuer unique identifier: An optional-bit string field used to identify uniquely the issuing CA 
in the event the X.500 name has been reused for different entities.  
Subject unique identifier: An optional-bit string field used to identify uniquely the subject 
in the event the X.500 name has been reused for different entities.  
Extensions  : A set of one or more extension fields. Extensions were added in 
version 3 and are discussed later in this section.  
Signature  : Covers all of the other fields of the certificate; it contains the hash 
code of the other fields encrypted with the CA’s private key. This field includes the signature 
algorithm identifier. 

The CA signs the certificate with its private key. If the corresponding public key is 
known to a user, then that user can verify that a certificate signed by the CA is valid. This is 
the typical digital signature approach illustrated in Figure.  
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OBTAINING A USER’S CERTIFICATE User certificates generated by a CA have the 
following characteristics:  
•  Any user with access to the public key of the CA can verify the user public key that 

was certified.  
•  No party other than the certification authority can modify the certificate without this 

being detected.  

The directory entry for each CA includes two types of certificates:  
•  Forward certificates: Certificates of X generated by other CAs  
•  Reverse certificates: Certificates generated by X that are the certificates of other 
CAs  
REVOCATION OF CERTIFICATES  

Typically, a new certificate is issued just before the expiration of the old one. In 
addition, it may be desirable on occasion to revoke a certificate before it expires, for one of 
the following reasons.  
1.  The user’s private key is assumed to be compromised.  
2.  The user is no longer certified by this CA. Reasons for this include that the subject’s 

name has changed, the certificate is superseded, or the certificate was not issued in 
conformance with the CA’s policies.  

3.  The CA’s certificate is assumed to be compromised.  
Each CA must maintain a list consisting of all revoked but not expired certificates issued by 
that CA, including both those issued to users and to other CAs. These lists should also be 
posted on the directory. 
 

 
Q  3: Explain Pretty Good Privacy (PGP) and S/MIME. 
Answer: 
  

Electronic Mail security  
Electronic mail is the most heavily used network-based application. Users expect to 

be able to, and do, send e-mail to others who are connected directly or indirectly to the 
Internet, regardless of host operating system or communications suite. Two schemes stand 
out as approaches that enjoy widespread use: Pretty Good Privacy (PGP) and S/MIME.  

PGP (Pretty Good Privacy) 
PGP is an open-source, freely available software package for e-mail security. It 

provides authentication through the use of digital signature, confidentiality through the use 
of symmetric block encryption, compression using the ZIP algorithm, and e-mail 
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compatibility using the radix-64 encoding scheme. ◆ PGP incorporates tools for developing 

a public-key trust model and public-key certificate management.  
PGP provides a confidentiality and authentication service that can be used for electronic 
mail and file storage applications.  
1.  Selected the best available cryptographic algorithms as building blocks.  
2.  Integrated these algorithms into a general-purpose application that is independent of 

operating system and processor and that is based on a small set of easy-to-use 
commands.  

3.  Made the package and its documentation, including the source code, freely available 
via the Internet, bulletin boards, and commercial networks such as AOL (America On 
Line).  

4.  Entered into an agreement with a company (Viacrypt, now Network Associates) to 
provide a fully compatible, low-cost commercial version of PGP. PGP has grown 
explosively and is now widely used. A number of reasons can be cited for this 
growth.  

1.  It is available free worldwide in versions that run on a variety of platforms, including 
Windows, UNIX, Macintosh, and many more. In addition, the commercial version 
satisfies users who want a product that comes with vendor support.  

2.  It is based on algorithms that have survived extensive public review and are 
considered extremely secure. Specifically, the package includes RSA, DSS, and 
Diffie-Hellman for public-key encryption;CAST-128, IDEA, and 3DES for symmetric 
encryption; and SHA-1 for hash coding.  

3.  It has a wide range of applicability, from corporations that wish to select and enforce 
a standardized scheme for encrypting files and messages to individuals who wish to 
communicate securely with others worldwide over the Internet and other networks.  

4.  It was not developed by, nor is it controlled by, any governmental or standards 
organization. For those with an instinctive distrust of “the establishment,” this makes 
PGP attractive.  

5.  PGP is now on an Internet standards track (RFC 3156; MIME Security with 
OpenPGP). Nevertheless, PGP still has an aura of an antiestablishment endeavor.  

Notation  
Most of the notation used in this chapter has been used before, but a few terms are new. It 
is perhaps best to summarize those at the beginning.The following symbols are used. 
Operational Description  
The actual operation of PGP, as opposed to the management of keys, consists of four 
services: authentication, confidentiality, compression, and e-mail compatibility (Table).We 
examine each of these in turn. 
 

S/MIME (Secure/Multipurpose Internet Mail Extension) 

Secure/Multipurpose Internet Mail Extension (S/MIME) is a security enhancement to 
the MIME Internet e-mail format standard based on technology from RSA Data Security. 
Multipurpose Internet Mail Extension (MIME) is an extension to the RFC 5322 framework 
that is intended to address some of the problems and limitations of the use of Simple Mail 
Transfer Protocol (SMTP). It lists the following limitations of the SMTP/5322 scheme. 
1.  SMTP cannot transmit executable files or other binary objects.A number of chemes 

are in use for converting binary files into a text form that can be used by SMTP mail 
systems, including the popular UNIX UUencode/Uudecode scheme. However, none 
of these is a standard or even a de facto standard.  

2.  SMTP cannot transmit text data that includes national language characters, because 
these are represented by 8-bit codes with values of 128 decimal or higher, and 
SMTP is limited to 7-bit ASCII.  
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3.  SMTP servers may reject mail message over a certain size.  
4.  SMTP gateways that translate between ASCII and the character code EBCDIC do 

not use a consistent set of mappings, resulting in translation problems.  
5.  SMTP gateways to X.400 electronic mail networks cannot handle nontextual data 

included in X.400 messages.  
6.  Some SMTP implementations do not adhere completely to the SMTP standards 

defined in RFC 821. Common problems include:  
• Deletion, addition, or reordering of carriage return and linefeed  
• Truncating or wrapping lines longer than 76 characters  
• Removal of trailing white space (tab and space characters)  
• Padding of lines in a message to the same length  
• Conversion of tab characters into multiple space characters  

OVERVIEW The MIME specification includes the following elements.  
1. Five new message header fields are defined, which may be included in an RFC 5322 

header.These fields provide information about the body of the message.  
2.  A number of content formats are defined, thus standardizing representations that 

support multimedia electronic mail.  
3.  Transfer encodings are defined that enable the conversion of any content format into 

a form that is protected from alteration by the mail system. In this subsection, we 
introduce the five message header fields. The next two subsections deal with content 
formats and transfer encodings. The five header fields defined in MIME are  
•  MIME-Version: Must have the parameter value 1.0. This field indicates that 

the message conforms to RFCs 2045 and 2046.  
•  Content-Type: Describes the data contained in the body with sufficient detail 

that the receiving user agent can pick an appropriate agent or mechanism to 
represent the data to the user or otherwise deal with the data in an 
appropriate manner. 

•  Content-Transfer-Encoding: Indicates the type of transformation that has 
been used to represent the body of the message in a way that is acceptable 
for mail transport.  

•  Content-ID: Used to identify MIME entities uniquely in multiple contexts.  
•  Content-Description: A text description of the object with the body; this is 

useful when the object is not readable (e.g., audio data). 
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S/MIME provides the following functions.  

•  Enveloped data: This consists of encrypted content of any type and encrypted 
content encryption keys for one or more recipients.  

•  Signed data: A digital signature is formed by taking the message digest of the 
content to be signed and then encrypting that with the private key of the signer. The 
content plus signature are then encoded using base64 encoding.A signed data 
message can only be viewed by a recipient with S/MIME capability. 

•  Clear-signed data: As with signed data, a digital signature of the content is formed. 
However, in this case, only the digital signature is encoded using base64.As a result, 
recipients without S/MIME capability can view the message content, although they 
cannot verify the signature.  

•  Signed and enveloped data: Signed-only and encrypted-only entities may be 
nested, so that encrypted data may be signed and signed data or clear-signed data 
may be encrypted. 
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UNIT-III 
 
Q  1: What is IP Address. Explain IP Security Architecture. 
Answer: 
  

IP Security 
◆ IP security (IPsec) is a capability that can be added to either current version of the 

Internet Protocol (IPv4 or IPv6) by means of additional headers.  

◆ IPsec encompasses three functional areas: authentication, confidentiality, and key 

management.  

◆ Authentication makes use of the HMAC message authentication code. 

Authentication can be applied to the entire original IP packet (tunnel mode) or to all 
of the packet except for the IP header (transport mode).  

◆ Confidentiality is provided by an encryption format known as encapsulating 

security payload. Both tunnel and transport modes can be accommodated. 
 

 
 

 

Applications of IPsec  
IPsec provides the capability to secure communications across a LAN, across 

private and public WANs, and across the Internet. Examples of its use include:  
•  Secure branch office connectivity over the Internet: A company can build a 
secure virtual private network over the Internet or over a public WAN. This enables a 
business to rely heavily on the Internet and reduce its need for private networks, saving 
costs and network management overhead.  
•  Secure remote access over the Internet: An end user whose system is equipped 
with IP security protocols can make a local call to an Internet Service Provider (ISP) and 
gain secure access to a company network.This reduces the cost of toll charges for traveling 
employees and telecommuters.  
•  Establishing extranet and intranet connectivity with partners: IPsec can be 
used to secure communication with other organizations, ensuring authentication and 
confidentiality and providing a key exchange mechanism.  
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•  Enhancing electronic commerce security: Even though some Web and electronic 
commerce applications have built-in security protocols, the use of IPsec enhances that 
security. IPsec guarantees that all traffic designated by the network administrator is both 
encrypted and authenticated, adding an additional layer of security to whatever is provided 
at the application layer.  

Benefits of IPsec  
Some of the benefits of IPsec:  

•  When IPsec is implemented in a firewall or router, it provides strong security 
that can be applied to all traffic crossing the perimeter.Traffic within a 
company or workgroup does not incur the overhead of security-related 
processing.  

•  IPsec in a firewall is resistant to bypass if all traffic from the outside must use 
IP and the firewall is the only means of entrance from the Internet into the 
organization.  

•  IPsec is below the transport layer (TCP, UDP) and so is transparent to 
applications. There is no need to change software on a user or server system 
when IPsec is implemented in the firewall or router. Even if IPsec is 
implemented in end systems, upper-layer software, including applications, is 
not affected.  

•  IPsec can be transparent to end users.There is no need to train users on 
security mechanisms, issue keying material on a per-user basis, or revoke 
keying material when users leave the organization.  

•  IPsec can provide security for individual users if needed.This is useful for 
offsite workers and for setting up a secure virtual subnetwork within an 
organization for sensitive applications. 

 

Routing Applications  
IPsec can assure that  
• A router advertisement (a new router advertises its presence) comes from an authorized 
router.  
• A neighbor advertisement (a router seeks to establish or maintain a neighbor relationship 
with a router in another routing domain) comes from an authorized router.  
• A redirect message comes from the router to which the initial IP packet was sent.  
• A routing update is not forged.  

IPsec Documents  
The documents can be categorized into the following groups.  
• Architecture: Covers the general concepts, security requirements, definitions, and 
mechanisms defining IPsec technology. The current specification is RFC 4301, Security 
Architecture for the Internet Protocol. 
• Authentication Header (AH): AH is an extension header to provide message 
authentication. The current specification is RFC 4302, IP Authentication Header. Because 
message authentication is provided by ESP, the use of AH is deprecated. It is included in 
IPsecv3 for backward compatibility but should not be used in new applications. We do not 
discuss AH in this chapter.  
• Encapsulating Security Payload (ESP): ESP consists of an encapsulating header and 
trailer used to provide encryption or combined encryption/authentication.  
• Internet Key Exchange (IKE): This is a collection of documents describing the key 
management schemes for use with IPsec. The main specification is RFC 4306, Internet Key 
Exchange (IKEv2) Protocol, but there are a number of related RFCs.  
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• Cryptographic algorithms: This category encompasses a large set of documents that 
define and describe cryptographic algorithms for encryption, message authentication, 
pseudorandom functions (PRFs), and cryptographic key exchange.  
• Other: There are a variety of other IPsec-related RFCs, including those dealing with 
security policy and management information base (MIB) content. 
 

IP security policy  
Fundamental to the operation of IPsec is the concept of a security policy applied to 

each IP packet that transits from a source to a destination. IPsec policy is determined 
primarily by the interaction of two databases, the security association database (SAD) 
and the security policy database (SPD). This section provides an overview of these two 
databases and then summarizes their use during IPsec operation. Figure illustrates the 
relevant relationships.  

Security Associations  
A key concept that appears in both the authentication and confidentiality 

mechanisms for IP is the security association (SA).An association is a one-way logical 
connection between a sender and a receiver that affords security services to the traffic 
carried on it. If a peer relationship is needed for two-way secure exchange, then two 
security associations are required. Security services are afforded to an SA for the use of AH 
or ESP, but not both. 
 

 
 
• Security Parameters Index (SPI): A bit string assigned to this SA and having local 
significance only. The SPI is carried in AH and ESP headers to enable the receiving system 
to select the SA under which a received packet will be processed.  
• IP Destination Address: This is the address of the destination endpoint of the SA, which 
may be an end-user system or a network system such as a firewall or router.  
• Security Protocol Identifier: This field from the outer IP header indicates whether the 
association is an AH or ESP security association. Hence, in any IP packet, the security 
association is uniquely identified by the Destination Address in the IPv4 or IPv6 header and 
the SPI in the enclosed extension header (AH or ESP). 
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UNIT-V 
 
Q  1: Overview of SNMP Architecture. 
Answer: 
  

What is SNMP? 

Simple Network Management Protocol (SNMP) is an application–layer protocol 
defined by the Internet Architecture Board (IAB) in RFC1157 for exchanging management 
information between network devices. It is a part of Transmission Control Protocol⁄Internet 
Protocol (TCP⁄IP) protocol suite. 

SNMP is one of the widely accepted protocols to manage and monitor network 
elements. Most of the professional–grade network elements come with bundled SNMP 
agent. These agents have to be enabled and configured to communicate with the network 
management system (NMS). 

SNMP Manager: 

A manager or management system is a separate entity that is responsible to 
communicate with the SNMP agent implemented network devices. This is typically a 
computer that is used to run one or more network management systems. 

SNMP Manager’s key functions 

• Queries agents 

• Gets responses from agents 

• Sets variables in agents 

• Acknowledges asynchronous events from agents 

Managed Devices: 

A managed device or the network element is a part of the network that requires some form 
of monitoring and management e.g. routers, switches, servers, workstations, printers, 
UPSs, etc... 

SNMP Agent: 

The agent is a program that is packaged within the network element. Enabling the agent 
allows it to collect the management information database from the device locally and makes 
it available to the SNMP manager, when it is queried for. These agents could be standard 
(e.g. Net-SNMP) or specific to a vendor (e.g. HP insight agent) 

SNMP agent’s key functions 
• Collects management information about its local environment 
• Stores and retrieves management information as defined in the MIB. 
• Signals an event to the manager. 
• Acts as a proxy for some non–SNMP manageable network node. 
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Basic commands of SNMP 

The simplicity in information exchange has made the SNMP as widely accepted protocol. 
The main reason being concise set of commands, here are they listed below: 

GET  : The GET operation is a request sent by the manager to the managed 
device. It is performed to retrieve one or more values from the managed device. 
GET NEXT : This operation is similar to the GET. The significant difference is that 
the GET NEXT operation retrieves the value of the next OID in the MIB tree. 
GET BULK : The GETBULK operation is used to retrieve voluminous data from 
large MIB table. 
SET  : This operation is used by the managers to modify or assign the value 
of the Managed device. 
TRAPS : Unlike the above commands which are initiated from the SNMP Manager, 
TRAPS are initiated by the Agents. It is a signal to the SNMP Manager by the Agent 
on the occurrence of an event. 
INFORM : This command is similar to the TRAP initiated by the Agent, 
additionally INFORM includes confirmation from the SNMP manager on receiving the 
message. 
RESPONSE : It is the command used to carry back the value(s) or signal of actions 
directed by the SNMP Manager. 
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SNMP Traps: 
SNMP traps enable an agent to notify the SNMP manager of significant events by an 

unsolicited SNMP message. SNMP Trap protocols include current sysUpTime value, an 
OID identifying the type of trap and optional variable bindings. Destination addressing for 
SNMP traps is determined in an application-specific manner typically through trap 
configuration variables in the MIB. The format of the trap message was changed in 
SNMPv2 and the protocol data units was renamed SNMPv2-Trap.  

Typical SNMP communication 
Being the part of TCP⁄ IP protocol suite, the SNMP messages are wrapped as User 

Datagram Protocol (UDP) and intern wrapped and transmitted in the Internet Protocol. The 
following diagram will illustrate the four–layer model developed by Department of Defense 
(DoD). 

 
GET⁄ GET NEXT⁄ GET BULK⁄ SET 

 

 TRAP 

 

 INFORM 

 

By default the SNMP port is 161 and TRAP⁄ INFORM uses SNMP port 162 for 
communication. 

 SNMP versions 

Since the inception SNMP, has gone through significant upgrades. However SNMP 
Protocol v1 and v2c are the most implemented versions of SNMP. Support to SNMP 
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Protocol v3 has recently started catching up as it is more secured when compare to its 

older versions, but still it has not reached considerable market share. 

SNMPv1: 

This is the first version of SNMP protocol, which is defined in RFCs 1155 and 1157 

SNMPv2c: 

This is the revised protocol, which includes enhancements of SNMPv1 in the areas of 
protocol packet types, transport mappings, MIB structure elements but using the existing 
SNMPv1 administration structure ("community based" and hence SNMPv2c). It is defined in 
RFC 1901, RFC 1905, RFC 1906, RFC 2578. 

SNMPv3: 

SNMPv3 defines the secure version of the SNMP. SNMPv3 protocol also facilitates remote 
configuration of the SNMP entities. It is defined by RFC 1905, RFC 1906, RFC 3411, RFC 
3412, RFC 3414, RFC 3415. 

Though each version had matured towards rich functionalities, additional emphasis was 
given to the security aspect on each upgrade. Here is a small clip on each editions security 
aspect. 

SNMP v1 Community–based security 

SNMP v2c Community–based security 

SNMP v2u User–based security 

SNMP v2 Party–based security 

SNMP v3 User–based security 

 

 
 


